CARE CARE DATA SHARING AGREEMENT – INDIGENOUS DATA LAW LAB & INDIGENOUS DATA ALLIANCE


THE CARE PRINCIPLES FOR INDIGENOUS PEOPLES’ DATA SHARING AGREEMENT[footnoteRef:1] [1:  This Agreement was developed by Jane Anderson and Stephanie Carroll as part of their work through Indigenous Data Alliance, the Indigenous Data Law Lab & Local Contexts. If this Agreement has been useful to you and you would like to contribute to the work of these organizations - please consider making a donation. Feel free to use with appropriate legal advice.] 

BETWEEN
[PROVIDING ORGANIZATION NAME]
AND
[REQUESTING ORGANIZATION NAME]
 
[bookmark: _mnp8q0hu9srv]General Purpose of Agreement
The purpose of this agreement is to share Indigenous Peoples’ data according to the CARE Principles. The CARE Principles for Indigenous Data Governance center Collective Benefit, Authority to control, Responsibility, and Ethics. These are included as critical elements in this Agreement for how and with what purpose Indigenous Peoples’ data will be shared between parties who are signatories to this Agreement. Parties entering this Agreement are committed to realizing Indigenous Data Sovereignty.
[bookmark: _77ntvabdkyoh]Specific Purpose of Agreement
Describe the purpose of the data sharing agreement between the Providing Organization and Requesting Organization. Describe why the CARE Principles are necessary for this sharing initiative and the objectives and benefits the Requesting Organization hopes to achieve. Explain the Organizational commitments to Indigenous Data Sovereignty.
[bookmark: _voz88359jh64]Provenance of Data
Describe the provenance of the data. (Be specific - include information about the initial data collection event and any agreed attribution expectations as appropriate.)
[bookmark: _mpdoahrio8j3]Description of Data
Describe the data being provided in this agreement. (Be specific – include variables names, descriptions, format, level of security and/or cultural sensitivity.)
[bookmark: _53q8ivdc6igg]Purpose for Data Access
Describe clearly the purpose of the request for Indigenous Peoples’ data. Describe how the purpose of use of data aligns with the CARE Principles. Include whether this is primary or secondary data and who holds responsibility for decisions around use. Providing Organization to include clarification on the expectations for future-use.
[bookmark: _iprpk4v2pmqa] Data Access Protocols
Describe how data will be physically transferred from the Providing Organization to the Requesting Organization. Include individuals or groups of individuals that will have access to the data. Include whether this data will be used by a data aggregator. List the frequency data will be exchanged between the Providing Organization and Requesting Organization.
Example:
Frequency: the information will be shared [each day/month/in response to a specific event]. The information sharing will cease [**]. The information sharing can be terminated by either party on written notice of [***]. The terms of this agreement remain binding on any information shared and retained throughout its lifecycle, irrespective of whether the party remains a current signatory to this agreement.
Transfer: will occur by [system to system transfer, Secure File Transfer, NHS Mail etc]. Information will be shared on a strict need to know basis only and the data will only be processed by staff in order for them to perform their duties in accordance with one or more of the defined purposes.
Under no circumstances should personal data be processed in any way that is unsecure or left unattended. It is the responsibility of the sender to ensure that the method is secure and that they have the correct contact details for the receiver.
[bookmark: _mfh82phtbish]Data Security
Describe security measures around transferring, accessing, storing, and using data.
[bookmark: _heozi2wi4nli]Data Use Outputs
Describe potential data use outputs and any oversight that the Providing Organization seeks to retain over the creation of new datasets, publications, and other data use outputs.
Duration of Agreement
Describe length of agreement between the Providing Organization and Requesting Organization.
Example: This agreement will commence at midnight on MM/DD/YYYY. This agreement will remain in place for XXXX (days/months/years/indefinitely) and will end on MM/DD/YYYY (if applicable) or until terminated by either party.
[bookmark: _gc6cy66vn9l1][bookmark: _bf8ik0fyrzgr] 
Termination of Agreement
Describe how an organization will terminate services (verbal/writing, length of notice before termination), and what needs to happen once termination of services is provided by either organization (documents returned to Providing Organization or destruction of documents – deleted from hard drives, shredded, burned, etc. by Requesting Organization).
[bookmark: _z77y9mm17pzd]Payment
Describe if and how payment for data will be provided between the Providing Organization and Requesting Organization.
[bookmark: _gcsqurfslxs]Signatures
 
 
[Providing Organization Name]
 
_________________________________
Signature
 
_________________________________
Printed Name
 
_________________________________
Title
 
_________________________________
Date
[Requesting Organization Name]
 
_________________________________
Signature
 
_________________________________
Printed Name
 
_________________________________
Title
 
_________________________________
Date
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